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» 2001-05-01: Microsoft Windows 2000 IIS 5.0 IPP
ISAPI 'Host:' Buffer Overflow Vulnerability

» 2001-04-04: Ntpd Remote Buffer Overflow
Vulnerability

» 2001-01-29: ISC Bind 8 Transaction Signatures
Buffer Overflow Vulnerability



= SUID

= HTML



int foo (void (*fn)()) {
char* ptr = bar; /* bar: global string */

char buf[128];
*ptr = -1,
gets (buf);
}
Tsting growth
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attack
code Y
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Tsting growth

arguments (A)
return address
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stack pointer = Istack growth
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Stack Protection (1)

= "Guard"
- TString
growth
- foo () arguments...
vo?a{ile Int Guard return address
char buf[128]; FP—| prev. frame ptr.
Guard = 'random number’
gets (buf); local variables ...
If (Guard != 'random number")
}  /* program halts */ buf[128]
SP— I Stack
growth
growth




v

Stack Protection (2)

> ffoo (int a, void (*tmpfn1)()) {
volatile int Guard

‘char buf[128];
'void (*fn2)();

‘Guard = 'random number"
gets (buf); (*fn1)(); (*fn2)();

If (Guard != "'random number")
\ /* program halts */
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Translation Details

: Function stkchk
» Function stkehk (note 2 0 3 ™" NOTE INSN_DELETED)

(note 2 03 " NOTE INSN_ DELETED) (note 3 2 27 " NOTE_INSN_FUNCTION BEG)

(note 32 27 " NOTE_INSN_FUNCTION_BEG) (insn 27 3 28 (set (reg:S| 22)

(mem:SI (symbol_ref:SI (**_canary™)))) -1 (nil)
(nil))

(insn 28 27 4 (set (mem/v:Sl (plus:SI (reg:SI 18)

. ) ) . (const_int -4)))
(insn 9 6 12(é2ﬁtst(_rirr1]etznj.g;)(plus.SI (reg:Sl 18) (reg:S| 22)) ~1 (nil)

(const_int 0)) -1 (ni) (nil))
(nih) (note 4 28 6 """ NOTE_INSN_DELETED)

(insn 12 9 14 (set (reg:SI 21)
(plus:SI (reg:SI 18)
(const_int -132))) -1 (nil)

(note 4 28 6 """ NOTE_INSN_DELETED)

(note 6 4 9 0 NOTE_INSN_BLOCK BEG)

(note 6 4 9 0 NOTE_INSN_BLOCK BEG)

(insn 9 6 12 (set (mem:Sl (plus:SI (reg:Sl 18)

(nil)) (const_int_-136)))
(insn 14 12 16 (set (mem:Sl (pre_dec:Sl (reg:Sl 7 %esp))) (n”()():onst_lnt 0)) -1 (ni
_(reg:SI 21)) -1 (nil)
(nil)) (insn 12 9 14 (set (reg:SI 21)

(plus:SI (reg:Sl 18)
(const_int -132))) -1 (nil)
(nil))
(insn 14 12 16 (set (mem:Sl (pre_dec:SI (reg:Sl 7 %esp)))
(reg:Sl 21)) -1 (nil)
. . (nil)
= code insertion

= address modification
= debug info. maintenance
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Program Description | Result of Attack | Protected Result
xlockmore 3.10 |Screen saver root shell terminated
Perl 5.003 Perl script lang. | root shell terminated
elm 2.003 Mail agent root shell terminated
SuperProbe2.11 | Probes videoHW | root shell terminated

= xlockmore, Perl, elm exploits:

attacks against the return address

= SuperProbe exploit:
attacks against argument
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Description None |propolice| libsafe |StackGuard|StackShield
Protection Effectiveness
return address No Yes Yes Yes Yes
prev. frame pointer No Yes Yes No Yes
argument No Yes Yes No No
local variable No Yes No No No
string overation coverage | No All Not all All All
Implementation characteristics
OS independence - Yes No Yes Yes
Processor independence - Yes Yes No No
Other characteristics
performance overhead None | Very low | Very low Low Low
source code needed - Yes No Yes Yes
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= Benchmark program:

50,000,000 runs on a 600 MHz Pentium Il

> int test()
char buf[128];

strcpy(buf, "1234567890");
return strncmp(buf, "1234", 4);

}

Original propolice Overhead
run time run time (%)
4.67 sec 5.05 sec 8%




Program # of function | with string ratio (%)
Perl 5.005 9590 54 0.6%
ctags 850 4 0.5%
imapd 4.7-5 915 259 6.4%
XFree86 3.3.6 22198 1145 5.1%
kernel 2.2.14 3881 112 2.8%
egcs 1.1.2 27019 244 0.9%
glibc 2.1.3 719 106 14.7%

v\Weak correlation to the actual execution ratio

= No structure passing found as an argument
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= http.//www.trl.ibm.com/projects/security/ssp
> gcc-2.95.2, gcc-2.95.3, latest snapshot
» OS
= GCC
» GCC -fstack-protector
> GCC



BSD

IX86, powerpc, sparc
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m FreeBSD 4.3-release
> /usr/src

- GCC
~ GCC
- (10

- BUILD ALL



OS



